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ABSTRACT

This study aims to analyze the role of Generative Artificial Intelligence (GenAl) in realizing personalized
learning, highlighting the opportunities, challenges, and ethical implications associated with it. The research
approach uses a qualitative method through a literature review that examines various scientific sources such
as reputable journals, UNESCO reports, and educational policies related to Al. The study results indicate that
GenAl has the potential to revolutionize the education system by creating adaptive, interactive, and individual-
centered learning experiences. However, the integration of this technology faces structural obstacles in the
form of a digital divide, low technological literacy, and weak ethical governance in its implementation. Legal
and ethical aspects are crucial dimensions to ensure algorithmic transparency, data protection, and fair access
for all students. Therefore, an educational policy oriented towards the principles of responsible Al is needed,
accompanied by increased digital and ethical literacy for educators and students. This study emphasizes that
the use of Al in education must be directed as an instrument of human empowerment, not a replacement for
the role of educators, thus creating an inclusive, reflective, and equitable learning system in the digital era.
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INTRODUCTION

The transformation of global education is entering a new phase with the
development of Generative Artificial Intelligence (GenAlI), which presents the possibility
of more adaptive, contextual, and individualized learning. The paradigm shift from
conventional systems to Al-based learning marks the emergence of an era of education
centered on data and user experience. This technology enables the learning process to no
longer be bound by classrooms or time constraints, but rather to occur continuously
through generative human-machine interactions. GenAl is able to reconfigure how
individuals understand, process, and apply knowledge by providing learning experiences
tailored to students' cognitive needs and emotional preferences. This change has direct
implications for curriculum design, pedagogical strategies, and evaluation patterns,
which demand greater flexibility. Universities and educational institutions are now
challenged to integrate learning systems that are not only informative but also interactive
and reflective. Therefore, this digital transformation is not merely technological but also
epistemological, as it changes the way we think about how knowledge is constructed and
learned.

Generative Al offers significant potential for optimizing personalized learning
through data analysis and adaptive algorithms that recognize the unique needs of each
learner. The system can identify error patterns, comprehension speed, and individual
learning style tendencies, allowing for more precise material recommendations. This
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advantage makes learning more effective, as each learner receives a learning path
tailored to their level of cognitive and affective readiness. A study by Zawacki-Richter et
al. (2024) showed that the use of generative Al in online learning environments improves
the quality of feedback while accelerating the acquisition of academic competencies.
Educators gain new opportunities to act as creative learning designers, not simply
transmitters of knowledge. Collaboration between humans and machines is a crucial
element that expands the boundaries of traditional pedagogy toward a more
personalized and participatory approach. This confirms that Al-based personalization is
not just about efficiency, but also about creating more meaningful learning experiences
oriented toward developing individual potential.

Despite the vast opportunities, implementing GenAl in education systems presents
complexities that cannot be ignored, particularly regarding institutional and human
resource readiness. The digital infrastructure gap, unequal access to technology, and
differences in digital literacy skills among educators and students present significant
structural barriers. Many educational institutions are still struggling to adapt policies and
curricula to accommodate the evolving needs of generative technologies. UNESCO (2023)
highlights that most educational institutions in developing countries lack adequate
ethical and technical strategies for responsibly integrating Al. This lack of preparedness
has the potential to widen the educational gap between those who are able to optimally
utilize technology and those who are not. These challenges are not only technical but also
socio-cultural, as the shift towards Al-based learning requires a paradigm shift in the
roles of teachers, students, and evaluation systems. Therefore, the success of GenAl
implementation depends heavily on the readiness of the education ecosystem to
simultaneously undertake structural and cultural adaptations.

In addition to technical limitations, epistemological challenges also arise when Al
acts as an autonomous knowledge-building entity. The generative process carried out by
Al in creating texts, simulations, or knowledge representations raises fundamental
questions about the authenticity, validity, and pedagogical value of the resulting content.
Excessive reliance on algorithms has the potential to reduce students' critical thinking
capacity because they often accept machine-processed results rather than engage in
independent reflection. This phenomenon creates a dilemma between efficiency and
authenticity in modern learning. Holmes et al. (2023) emphasize that healthy learning
must remain oriented toward the development of metacognition and higher-order
thinking skills, not simply the instant acquisition of knowledge. Thus, a learning design
strategy is needed that balances the roles of Al as a facilitator and humans as subjects
with critical awareness. This effort is crucial so that generative technology does not
replace the role of human intellectuals, but rather enriches the process of knowledge
formation.

The use of GenAl also raises complex ethical issues, particularly regarding data
privacy, algorithmic fairness, and accountability for learning outcomes. Every user
interaction with an Al system generates data that has the potential to be misused if not
governed by strict ethical principles. Floridi & Cowls (2022) warn that opaque algorithm
design can lead to systemic bias that reinforces social inequality in education. These
issues demand ethical governance mechanisms that guarantee academic integrity and
protect students' digital rights. Furthermore, there is an urgent need for ethical literacy
among educators and policymakers to understand the moral implications of using Al in
learning. Ethics should not be merely a technical complement but should be the
foundation of every stage of the development and implementation of Al-based learning
systems. In this way, technological innovation can be directed towards broader



humanitarian goals, namely improving the quality of learning without sacrificing the
principles of justice and social responsibility.

Human involvement as controllers and evaluators of the learning process is key to
balancing the potential and risks of using GenAl. Educators need a deep understanding of
how algorithms work to critically assess the results produced by Al systems. Adequate
digital literacy enables teachers to become not only users but also directors, ensuring that
the learning process remains oriented towards educational goals. Thus, education is not
reduced to mere technological interaction but remains a space for developing values,
reflection, and empathy. Critical awareness of Al's limitations helps prevent the
emergence of automation bias, which can degrade the quality of pedagogical decision-
making. Collaboration between humans and Al should be viewed as a complementary
epistemic symbiosis, not as a form of human subordination to machines. Through this
synergy, education can transform into a more adaptive yet humanistic system.

The evolution of generative Al is also significantly changing the landscape of
educational research and policy, requiring a new framework encompassing
technological, social, and normative aspects. Governments and educational institutions
need to develop proactive regulations to allow technological innovation to flourish
without creating ethical or social risks. Policies that prioritize the principles of
transparency, accountability, and inclusivity are the foundation for creating an equitable
learning ecosystem. Furthermore, synergy between the academic, industrial, and civil
society sectors is needed to create an innovation ecosystem oriented toward public
benefit. Education policy reforms also need to emphasize strengthening educators' digital
capacity and developing interdisciplinary research on the impact of Al on learning. Thus,
the implementation of GenAl should not be merely experimental but become an integral
part of a long-term educational development strategy. Its success is largely determined
by the institution's ability to manage change adaptively and with social justice.

Overall, the role of Generative Artificial Intelligence in personalized learning opens
a new chapter in the evolution of 21st-century education, demanding a balance between
innovation, ethics, and humanity. Al-driven learning should be understood not as a threat
to humankind, but as an opportunity to expand thinking capacity and deepen learning
experiences. The integration of generative Al will be meaningful if supported by ethical
policies, equitable digital infrastructure, and critical awareness from all stakeholders.
With this approach, technology can serve as a catalyst for a more adaptive, reflective, and
equitable education. This new paradigm demands cross-disciplinary collaboration so that
Al development is directed not only towards technological advancement but also towards
the sustainability of human values. Through a balance between computational power and
human wisdom, generative Al has the potential to shape a more intelligent, inclusive, and
ethical education ecosystem.

METHODS

This research uses a qualitative approach with a literature review method that
aims to examine in depth the role of Generative Artificial Intelligence (GenAl) in
personalized learning, along with its opportunities, challenges, and ethical implications.
A qualitative approach was chosen because it allows researchers to interpret social and
educational phenomena in depth, with a focus on the meaning, context, and normative
dynamics inherent in the use of Al technology in the education system. Creswell (2018)
explains that qualitative research is an exploratory process that emphasizes a deep
understanding of human experiences and social realities, rather than simply quantitative
measurements. Thus, this research does not aim to produce statistical generalizations,



but rather a conceptual and normative analysis of Al-based educational practices and
policies.

This research was conducted through secondary literature analysis involving
relevant scientific sources, such as reputable journal articles, academic books, reports
from international institutions (UNESCO, OECD), and regulations related to Al ethics and
governance. The literature was purposively selected based on its credibility, recency
(2020-2025), and relevance to the research topic. Sugiyono (2022) emphasized that
purposive sampling methods in qualitative research are important to ensure data depth
and the accuracy of the study context. The literature collection process was carried out
through scientific databases such as Scopus, ScienceDirect, and Google Scholar with the
keywords: Generative Al, personalized learning, ethics in Al education, and educational
governance.

The data obtained were analyzed using content analysis with the following stages:
data reduction, theme categorization, concept interpretation, and argumentative
synthesis. Miles, Huberman, & Saldafia (2014) explain that content analysis in qualitative
research serves to discover conceptual patterns that emerge from scientific texts and
connect them to existing theoretical frameworks. In this context, the data were analyzed
to identify three main dimensions: transformational opportunities for Al in learning,
structural and pedagogical challenges, and ethical and governance implications. The
results of the analysis were then compiled into an interpretive narrative that was
descriptive-analytical in nature, emphasizing in-depth and measurable scientific
arguments.

Data validity was maintained through source and theory triangulation techniques
to ensure objectivity and reliability of interpretation. Lexy J. Moleong (2019) emphasized
that validity in qualitative research does not depend on data replication, but rather on
consistent interpretation supported by various theoretical perspectives. Therefore, this
study combines empirical findings from various literature with the legal and ethical
principles of technology regulated by international institutions such as UNESCO (2023)
and the European Commission (2024). Thus, the research results are expected to not only
describe empirical conditions but also offer a normative analytical framework that can
be used as a basis for developing equitable Al-based education policies.

To clarify the systematics and scope of the literature review, Table 1 is presented
below, which shows the structure of the literature analysis based on the thematic focus
of the research.

No Focus of Study Source Type Purpose of Analysis Expected results
GenAl's Scientific Identifying the
. journals, positive impact of Mapping of pedagogical
1 Transformational . : . X
. UNESCO GenAl on learning benefits and innovations
Opportunity N
reports personalization
: Analyzing technical,
Structural and fjslé;itclﬁn ethical, and readiness Identification of
2 Pedagogical articles barriers of inhibiting factors and
Challenges . . educational policy solutions
national policy institutions
Ethical and Legal Evlaluatmg e.thlcal, Rec.ommendatlons for
privacy, and fairness ethical governance
3 Governance documents, Al © . . .
. . principles in Al based onlaw and human
Implications policy reports o :
applications rights




With this methodological structure, this research produces an analysis that is not
only descriptive, but also argumentative and normative. A systematic literature approach
allows this research to build a strong conceptual synthesis between the dimensions of
technology, pedagogy, and legal ethics, thus contributing to the discourse on Al
governance in 21st-century education.

RESULTS AND DISCUSSION

1. Transformative Opportunities of Generative Al in Personalized Learning

The development of Generative Artificial Intelligence (GenAl) has triggered a
paradigmatic transformation in the implementation of global education. Normatively,
this technology opens up opportunities to realize the right to quality education as
guaranteed by Article 26 of the Universal Declaration of Human Rights and Article 31
paragraph (3) of the Indonesian Constitution, which emphasizes the state's obligation to
advance science and technology while upholding humanitarian values. The application of
GenAl enables the learning system to be more responsive to the individual needs of
students, which can be legally interpreted as an effort to fulfill the principles of non-
discrimination and equitable access to education. Generative Al functions not only as a
technological instrument, but also as a means of fulfilling the right to education that is
adaptive and socially just. Thus, the presence of Al in the world of education cannot be
separated from the human rights framework and the constitutional mandate to realize
justice in access and quality of learning.

From an education policy perspective, the integration of GenAl represents a
fundamental shift in the concept of personalized learning, namely the adjustment of
content, methods, and learning pace to the unique profiles of students. Al-based systems
are able to identify learning needs, conceptual weaknesses, and cognitive patterns with a
precision that is difficult to achieve with conventional approaches. This provides an
empirical basis for the government to formulate evidence-based education policies, as
mandated by Law Number 12 of 2012 concerning Higher Education, which emphasizes
innovation and technological mastery as instruments for quality improvement. Thus, the
opportunities presented by Al are not merely technological, but also regulatory and
structural, as they encourage the establishment of more transparent, measurable, and
adaptive educational governance to adapt to changing times.

Beyond providing practical benefits, generative Al broadens pedagogical horizons
by positioning students as active subjects in the knowledge construction process. This
approach aligns with the principle of learner-centered education recognized in the
Recommendation on the Ethics of Artificial Intelligence (UNESCO, 2021), which states
that technology should be used to enhance human capacity, not replace it. Al systems can
facilitate reflective learning by providing a space for intellectual exploration that fosters
independent thinking and problem-solving skills. Within the framework of national
education law, this approach revitalizes the essence of Article 3 of Law Number 20 of
2003 concerning the National Education System, which affirms the goal of education to
develop students' potential to become faithful, knowledgeable, and responsible
individuals. Therefore, the opportunities for generative Al need to be optimized by
maintaining a balance between technological innovation and the moral mandate of
national education.

The application of Al in learning also drives the transformation of the educator's
role from knowledge transmitter to learning designer and ethical mentor. From an
educational administration law perspective, this change requires a revision of educator
competency standards to include digital literacy, algorithmic understanding, and



technology ethics. Regulations such as Minister of Education and Culture Regulation No.
16 of 2007 concerning Teacher Qualification and Competency Standards need to be
updated to adapt to the needs of the Al era, particularly in pedagogical aspects oriented
towards personalized learning. Substantively, Al is a catalyst for strengthening educator
professionalism while expanding the reach of educational services. This transformation
also supports the principle of effective public administration, where educational services
must meet the principles of efficiency and accountability as stipulated in Law No. 30 of
2014 concerning Government Administration.

Ultimately, the enormous opportunities offered by generative Al for personalized
learning must be viewed as part of the ongoing development of education law and policy.
Technology should not exist outside the legal system but must be placed within a
regulatory framework that ensures equality and justice. Therefore, the use of GenAl must
be accompanied by the establishment of a regulatory framework that encourages
innovation, protects user rights, and ensures the responsible use of Al Proper
implementation will strengthen the competitiveness of national education while
preserving the humanitarian values that underpin the education system. In other words,
the transformational opportunities of generative Al will only be meaningful if the
technology operates within legal boundaries that uphold the principles of social justice
and the public good.

2. Structural and Pedagogical Challenges in the Integration of Generative Al

The main challenge in integrating Generative Al into personalized learning lies in
the inequality of infrastructure and the readiness of educational institutions. Unequal
access to digital networks, hardware, and technological competencies results in a digital
divide that violates the principle of distributive justice as reflected in Article 28H
paragraph (2) of the 1945 Constitution, which guarantees equal opportunities to obtain
the benefits of technology. This gap is not only technical, but also has a socio-economic
dimension because educational institutions in underdeveloped regions have not been
able to meet the prerequisites for Al adoption. Legally, this condition contains a positive
obligation for the state to ensure the fulfillment of the right to digital education for all
citizens, in accordance with the doctrine of obligation to fulfill in international human
rights law. Without appropriate policy intervention, the implementation of Al has the
potential to deepen educational inequality.

In addition to structural challenges, there are also epistemological issues related to
the authority of knowledge generated by Al systems. When algorithms function as co-
creators of knowledge, issues arise regarding academic legitimacy and intellectual
property rights over the resulting content. According to the principle of lex specialis
derogat legi generali, legal provisions governing Al and copyright must protect human
creations while also limiting Al's role in knowledge production. Law No. 28 of 2014
concerning Copyright does not explicitly accommodate Al-based creations, creating a
legal vacuum (rechtsvacuum) that can lead to disputes over ownership of scientific
works. This situation demands the formulation of new norms governing human rights
and responsibilities in collaboration with machines, so that Al-based learning outcomes
remain within the bounds of academic ethics and intellectual law.

Another challenge that needs to be addressed is the changing structure of the
pedagogical relationship between teachers and students. When Al acts as an autonomous
digital tutor, educational authority shifts from humans to algorithmic systems. This
situation raises concerns about the loss of the affective dimension and moral values in
the educational process. According to Holmes et al. (2023), educational success is
measured not only by cognitive achievement but also by character and integrity



formation. Therefore, from a legal, moral, and professional ethical perspective, educators
remain primarily responsible for shaping students' values, as stipulated in the Indonesian
Teachers' Code of Ethics (PGRI, 2017). Al should function as a pedagogical tool, not an
entity that replaces teachers' moral authority. Therefore, regulations for the educational
profession need to be strengthened to ensure that technology operates within legitimate
ethical and pedagogical boundaries.

From a public policy perspective, the lack of a comprehensive legal framework for
Al governance in the education sector presents a unique challenge. Existing policies, such
as Presidential Regulation No. 39 of 2023 concerning the National Strategy for Artificial
Intelligence, are still general in nature and fail to address pedagogical aspects and the
protection of students' rights to learn. The absence of clear operational guidelines creates
legal uncertainty and the potential for misuse of the technology. Therefore, a lex specialis
educationis is needed that specifically regulates the use of Al in the learning process,
encompassing aspects of accountability, data security, and pedagogical evaluation. This
regulation will serve as a legal basis to ensure a balance between freedom of innovation
and the protection of constitutionally recognized educational rights.

All of these challenges demonstrate that the success of generative Al integration is
not solely determined by the sophistication of the technology, but also by the extent to
which legal systems, policies, and educational ethics are able to anticipate emerging risks.
Harmonization between hard law (statutory regulations) and soft law (codes of ethics,
academic guidelines, and institutional policies) is necessary to ensure innovation aligns
with the values of justice and humanity. Therefore, the integration of Al in education is
not merely a technical issue, but also a public law issue that demands comprehensive
regulations to ensure the fairness, accountability, and sustainability of the national
education system.

3. Ethical and Governance Implications in the Use of Generative Al for Education

The ethical dimension is a key pillar in utilizing Generative Al for personalized
education. The use of students' personal data, whether in the form of evaluation results
or digital interactions, touches on the right to privacy guaranteed by Law Number 27 of
2022 concerning Personal Data Protection (PDP). Every process of data collection,
storage, and analysis by an Al system must comply with the principles of lawfulness,
fairness, and transparency. Violations of these principles can be classified as human
rights violations in the field of digital education. Therefore, educational institutions are
required to implement privacy by design and privacy by default in all Al-based learning
systems to ensure that students' rights to their personal data are legally protected.

Beyond privacy concerns, the issue of algorithmic bias poses an ethical challenge
with significant legal consequences. Bias in algorithms can lead to discrimination against
certain groups based on language, culture, or socioeconomic background. This
contradicts the principle of non-discrimination stipulated in the International Covenant
on Economic, Social, and Cultural Rights (ICESCR) and Law No. 39 of 1999 concerning
Human Rights. Therefore, Al system developers and educational institutions have a legal
responsibility to ensure that the algorithms they use are free from bias that could hinder
educational equity. The principle of accountability requires a mechanism for regular
algorithm audits to prevent systemic inequalities in learning outcomes generated by Al.

Other ethical implications relate to the authenticity of academic work and scientific
integrity. The use of GenAl in the learning process and scientific writing raises questions
about the boundary between technological assistance and plagiarism. Within the
framework of academic law, any work assisted by Al must be explicitly stated to avoid
violating the principle of academic honesty. Universities and educational institutions



need to establish an Al use policy as an ethical and administrative guideline that regulates
the limits of Al use in academic activities. Such a policy will clarify the legal
responsibilities of students and educators, while ensuring that the value of scientific
honesty is maintained in the era of digital automation.

From a governance perspective, the use of GenAl requires the establishment of an
integrated ethical and legal framework. Floridi & Cowls (2022) emphasize the need for
ethical governance that not only regulates individual behavior but also establishes
institutional structures and public oversight mechanisms for Al use. The government,
educational institutions, and the private sector must build collaborative systems that
ensure compliance with the principles of responsible Al. Transparent public oversight
mechanisms can prevent data misuse and ensure that innovation operates within legal
and moral boundaries. This governance model aligns with the spirit of good governance
as stipulated in Law Number 28 of 1999 concerning the Governance of a Clean and
Corruption-Free State, which emphasizes the principles of accountability and
transparency in all public activities, including the digital education sector.

Finally, the ethical implications of GenAl's use emphasize the importance of
balancing technological innovation with the supremacy of human values. Education is not
merely a vehicle for transferring knowledge, but rather a process of shaping human
dignity, which must adhere to universal moral principles. Therefore, all policies and
regulations related to Al in education must be designed with a rights-based approach and
oriented toward human flourishing. By ensuring that technology is used to strengthen
human values, the education system can integrate Al ethically, legally, and sustainably.
This approach affirms Al's position not as a substitute for humans, but as an instrument
that strengthens rationality, justice, and social responsibility within the education
ecosystem.

CONCLUSIONS

The conclusion of this study confirms that Generative Artificial Intelligence (GenAlI)
has significant transformational potential in realizing a personalized learning system
based on individual student needs. This technology is capable of reconstructing the
educational paradigm from traditional instructional models to adaptive learning that is
more interactive, contextual, and oriented towards the development of comprehensive
human potential. GenAl functions not only as a technological tool but also as a cognitive
entity that expands the space for intellectual exploration between educators and
students. However, this significant opportunity is accompanied by complex structural
challenges, including disparities in digital infrastructure, low technological literacy
among educators, and policy gaps that have not yet been able to comprehensively
regulate Al governance. The successful integration of GenAl in education depends on
institutional readiness and a clear normative framework governing the rights,
responsibilities, and ethical boundaries of the technology's use. Ethics is a central
component that determines the direction of Al use to prevent algorithmic bias, privacy
violations, or the degradation of academic values. Therefore, it is necessary to establish
governance based on the principles of responsible Al that guarantees transparency,
accountability, and fair access for all educational actors. Furthermore, improving ethical
and digital literacy for educators and students must be a priority to ensure the critical
and balanced use of GenAl. This research demonstrates that personalized learning
through AI will only be meaningful if technology is used as a means of empowering
people, not as a substitute. With this approach, Al can be a catalyst for creating a more
inclusive, reflective, and adaptive educational ecosystem to global social change.
Normatively, the presence of GenAl demands a restructuring of educational policy that



synergistically integrates technological, legal, and ethical aspects. These findings
collectively emphasize the need for cross-disciplinary collaboration between scientists,
educators, and policymakers to ensure that technological advancements align with just
human values.
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